Abstract
Introduction
It is a well-established fact that organizations are becoming more and more dependent on IT. As a result of continuous technological progression, organizations are faced with a plenitude of IT-related opportunities that might be helpful in increasing their operational efficiency and/or generating competitive advantage [1] . Digital disruption is all around us, and many organizations are actively thinking about such transformations [2] . Disruptive technologies can impact business models, or even entire sectors in short timeframes [3] . Given an increasing dependency on IT, decision-makers are faced with more IT-related decisions [4] . Disciplines like IT management and IT governance surfaced to assist decision-makers with these issues [5] , [6] . It has been stressed many times that the effective use of IT and the creation of business value from IT relies heavily on good IT governance [4] , [7] - [9] . Specifically, IT governance is said to have a substantial impact on the value generated from IT assets and IT investments. As Weill & Ross [7, pp. 3-4] put it: "effective IT governance is the single most important predictor of the value an organization generates from IT." Next to the potential benefits of good IT governance, there are also potential risks to nonexistent or inappropriate IT governance. IT governance failure is for instance mentioned in relation to information security breaches and IT investment failure [10] , [11] . In summary, contemporary organizations have clear incentives to strive for effective IT governance, especially if their dependency on IT is high.
This study aims to explore an effort to bring in more theory and prescriptive guidance in the area of IT governance. More specifically, the goal of this study is to gauge the applicability of using the viable system model (based on the theory of management cybernetics) as a lens to study the IT governance construct, by presenting a descriptive case study that leverages this lens. As a result, this study proposes to view IT governance as a complex system. Complex systems exist in a dynamically changing environment that demands dynamically responding behavior, i.e. they must possess the ability to adapt to their environment [12] , for instance due to digital disruption. Following Conant & Ashby [13] , in order to be able to control a (complex) system, there must be a model of the system that is to be controlled, and this model must contain all important aspects of that system. In the present paper, the viable system model, grounded in (management) cybernetics, will be used as a lens for modelling the governance and management of IT. This way, cybernetics is used as a kernel theory, providing a strong theoretical foundation. If we propose the VSM to be applicable for modelling a governance and management of IT system, a prescriptive account will be provided following the VSM logic on which functions should be included in any IT governance system and how they should be interrelated, as well as the dynamics that emerge within such a system. The larger descriptive body of IT governance literature can then be used as good practices to operationalize said necessary and sufficient functions, following the prescriptions provided by the VSM, in an appropriate context (e.g. SME context, inter-organizational context etc.).
The VSM has been applied in IS research before [14] . While the VSM is traditionally used to model organizations (i.e. taking the organization as "systemin-focus"), IS research applied the VSM to a variety of socio-technical systems. Examples include a project management system [15] , complex system architecture [12] , a supply chain system [16] , information security [17] , and IT governance [18] - [20] . Indeed, the VSM has been used in relation to IT governance before, albeit strictly conceptually. The present research builds on these previously-proposed ideas. Specifically, this paper presents an empirical justification exemplar of the application of the VSM for modelling an organization's contemporary governance and management of IT system and explicitly describes the observed dynamics in terms of the underlying logic of the VSM.
The remainder of this paper is structured as follows. Section 2 contains the theoretical background for this research, ending with a theoretical justification of the applicability of systemic thinking and the VSM for modelling a governance and management of IT system. The third section discusses the research design and provides some information on how the case study was conducted. Section 4 presents aspects of the case company's contemporary governance and management of IT system, using the VSM as a theoretical lens. This section also includes a discussion of the dynamics of the case company's contemporary governance and management of IT system, related to the underlying logic of the VSM. Finally, the fifth section presents some limitations and opportunities for future research.
Theoretical background

IT governance
IT governance should be treated as a focal area of corporate governance [4] , [7] . Van [4] , [22] .
In the IT governance body of knowledge, many different mechanisms are reported, such as strategy committees, steering committees, a portfolio management process, etc. [7] , [23] - [25] . Early debates merely framed IT governance as a choice between the centralization or decentralization (or a combination of both) of IT-related decision-making, and the conditions under which a certain arrangement was chosen [26] - [28] . The experience however, has proven that reality is more complex, and research into 'holistic' IT governance has been gathering momentum over the last decade [4] , [7] , [8] , [23] , [24] , [29] , [30] . Specifically, contemporary research states that IT governance can be implemented using a holistic set of structures, processes, and relational/communication mechanisms [24] , [30] . It is exactly this holistic nature of IT governance as a set of mechanisms that lends itself well to the application of systemic thinking. Additionally, taking a (complex) systems approach, the dynamic nature of IT governance systems is acknowledged. This study therefore proposes a dynamic way of looking at the IT governance concept, while still acknowledging the holistic state-of-the-art view that sees IT governance as a set of practices.
Systemic thinking and the viable system model
A system consists of a set of interrelated elements [31] and is designed to serve a purpose [32] . This set of interrelated elements exists in the "system domain", which separates the system from the "environment". However, communication can take place between the system and the environment [32] . Complex systems exist in a dynamically changing environment that demands dynamically responding behavior, i.e. they must possess the ability to adapt to their environment [12] . Systemic thinking advocates a holistic view on the whole system as a set of elements and the analysis of the relationships between these elements [33] , as these may lead to emergent properties that are even more important than the individual elements themselves [34] .
Flood & Jackson [35] discuss a number of systemic methodologies to study (complex) systems. One of these methodologies is the viable system view or "neurocybernetic metaphor". This methodology emphasizes active learning and control and is therefore particularly useful for systems that are operating in highly uncertain environments. Systemic methodologies generally rely heavily on visual representation. The Viable System Model (VSM) is the visual representation of the viable system view or "neurocybernetic metaphor". Stafford Beer developed and described the VSM in his seminal trilogy, under the general heading of "The managerial cybernetics of organization" [36] - [39] . The VSM is theoretically grounded in systems theory and cybernetics. Building on prior work in the field of cybernetics, Beer is talking about "management cybernetics" [40] , which simply refers to applying cybernetic principles to the management of organizations, and states that: "cybernetics is the science of effective organization" [38, p. ix] . As a result, the VSM can be referred to as "a theory of organization" [41, p. 40] . Stafford Beer is considered to be the first to translate cybernetic principles to the field of management, ultimately resulting in the VSM [42] . Beer's motivation is stemming from the fact that traditional ways of thinking about the management of organizations do not embrace the key concept of viability [38] . Table 1 first presents the key underlying concepts of the VSM. Viability can be seen as the ultimate underlying concept of the VSM. It means that the system is able to continue achieving its purpose, despite being exposed to complexity/change. The five systems (i.e. systems 1 through 5; discussed in the second part of the table) are the necessary and sufficient subsystems that enable viability. These systems are interconnected through variety loops (discussed in the third part of the table) to enable variety engineering (i.e. achieving requisite variety). The concept of recursion is also important in variety engineering (i.e. it enables variety engineering at different levels of granularity), and therefore, ultimately in achieving viability. In terms of variety engineering, transduction is concerned with variety preservation while translating the message into terms that the receiving entity understands.
Table 1. VSM systems, variety loops, and key underlying concepts VSM key underlying concepts
Viability
The system is capable to maintain itself/its identity [43] . This is closely related to the concept of variety, as a system is said to be viable when it is able to continuously cope with the variety to which it is imposed [44] . Therefore, a system can only be viable if it has its own problem-solving capacity [45] . Indeed, for viable systems it is important to detect environmental changes quickly and adapt in a way to meet the variety to which it is exposed at any given time [46] .
(Requisite) Variety
Variety is a measure of complexity [37] . The ability to continuously cope with this variety implies to be viable. Ashby's law of requisite variety is a fundamental underlying principle of the VSM. The law states that only variety can absorb variety [47, p. 207] . In other words, the variety of the controlling element should be at least as great as the variety of the element that is to be controlled. Therefore, variety engineering takes place at each "communication channel" of the VSM.
Recursion
Recursion refers to the fact that "any viable system contains, and is contained in, a viable system" [37, p. 118] . Each embedded viable system will deal with its local environment, which is a subset of the total environment of the system-in-focus [45] . This enables consistent modelling at different levels of granularity.
Transduction
Transduction applies to the communication links of the VSM. It implies that the communication between two entities should be translated into terms that the receiving entity understands, while preserving the intended variety [38] .
VSM systems
System 1
System 1 is composed of all relevant operations that implement the purpose of the system, and all local managerial activity related to running these operations. System 1 of the system-in-focus is therefore the combination of all embedded viable systems [37] , [38] .
System 2
System 2 coordinates the system 1 activities of the system-in-focus, as well as their embedded operations at the next lower-level recursion [37] . It represents a process of auto-regulation to deal with oscillations.
System 3
System 3 controls the operation of the system-in-focus (i.e. system 1; all embedded viable systems) [38] . It is responsible for keeping the autonomy of all S1-units in balance with the overall cohesion of the system-in-focus [41] .
System 3* System 3* is the audit or monitoring channel, and links all operational units directly to system 3, bypassing their local management units, enabling system 3 to obtain information directly from operations [38] .
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System 4 System 4 scans for opportunities and threats in the system's environment, which could potentially threaten the system's viability if they were to be undetected [45] . Additionally, it is engaged in external communication with the total environment of the system-in-focus [38] .
System 5
System 5 creates and maintains the identity of the system-in-focus and is responsible for setting its overall direction, values, and purpose [48] .
VSM communication channels/variety loops
Command axis
The command axis contributes to providing the metasystem with requisite variety through the ability to command and make decisions. Specifically, it consists of a resource bargaining loop, an accountability channel (i.e. performance measurement), and an intervention channel [37] , [38] .
Communication with the environment
The system-in-focus communicates with its environment through system 1 (i.e. with its embedded environments), and through system 4 (i.e. with its total environment) [37] , [38] .
Algedonic channel
The algedonic channel is used to filter out any information that requires the immediate attention of system 5 [37] , [38] , i.e. it is used to raise alarm. It can also span over multiple recursions.
System 3 -System 4 homeostat
This homeostat represents the balancing act of the relationship between "the present" (system 3) and "the future" (system 4). It is directly monitored by system 5, to ensure compatibility with the overall direction, values, and purpose of the system-in-focus [38] .
To summarize, it can be seen that the VSM is a dynamic model to support the design and diagnosis of effective control and communication structures [34] , rigorously anchored in the theory of cybernetics.
Theoretical parallels between the VSM and IT governance
In the context of this paper, the governance and management of IT will be regarded as a complex system. Taking a systemic view warrants a holistic view on the IT governance construct, which is entirely in line with contemporary research in the domain, which sees IT governance as a holistic set of structures, processes, and relational mechanisms. Taking a systemic view also requires to think about the purpose of IT governance. The ultimate purpose of IT governance is generally seen as optimizing the business value from IT, while simultaneously mitigating IT-related risks. Furthermore, the key underlying concepts of the VSM in specific (viz. Table  1 ), also translate well to the construct of IT governance at the conceptual level (First part of Table 2 ). This table furthermore presents the relevance of the structural part of the VSM (i.e. systems and variety loops) in relation to IT governance. Table 2 . Theoretical parallels between the VSM and IT governance VSM underlying concepts and the relevance to IT governance Viability An IT governance system needs to be able to actively detect potential strategic threats and opportunities in a business environment that is subject to digital disruption [3] , to be able to continue ensuring the delivery of IT-enabled business value [4] .
(Requisite) variety
Digital disruption is a major source of variety/complexity in the realm of the governance and management of IT [3] . Requisite variety is then the capability of the system to control these disturbances and continuously ensuring the delivery of IT-enabled business value.
Recursion
The governance and management of IT should occur at different levels of granularity within the organizational context [4] , [23] . For instance, at the interorganizational level, at the corporate level, at the business domain-level, at the project level, at the project task-level, etc.
Transduction
In order to ensure business/IT alignment, generally considered to be a mediator between IT governance and business value [8] , shared understanding between business and IT is crucial [49] . This enables business and IT to communicate clearly with each other. VSM systems and the relevance to IT governance
System 1
The implementation of the purpose of the governance and management of IT can be argued to be the set of digital assets. Often, a distinction is made between current (i.e. operations) and future (i.e. projects) IT assets.
System 2
The coordination between different (classes of) digital assets. Self-regulation could for instance be achieved by using ITrelated standards or frameworks (e.g. Prince2 for project management or ITIL for IT service management).
System 3
Responsible for controlling the total set of digital assets (i.e. S1). Specific responsibilities include resource management, performance measurement, and enforcing IT-related policies (cfr. "command axis"). 
Algedonic channel
Raise alarm in the case of IT-related incidents (e.g. security breach).
S3 -S4 homeostat IT strategic planning and setting the IT budget.
Research methodology
Research approach
This paper employs case study research to study the governance and management of IT system in a real organization, using the VSM as a theoretical lens. The case study method was deemed appropriate for our research goal, as it is applicable if a more extensive and in-depth study of the phenomenon of interest is required. The case study research process (and related guidelines) by Yin [50] was used for this research.
Over the course of the case study, a chain of evidence was maintained and key interviewees were asked to review the research report to ensure construct validity. Reliability was ensured through the development of an interview protocol, recording the interviews, and using multiple interviewees (both business and IT), as well as data triangulation (interviews and company documents).
Interviewees
Over the course of this case study, the following stakeholders were interviewed:
• The CIO, who is ultimately responsible for the IT governance system. He originally developed the blueprint for the contemporary governance and management of IT system. • The IT governance manager. This is a business function, with the main responsibility of watching over the IT governance processes.
• The managing director of "payroll services". This business domain has the largest IT budget for IT projects, and is therefore a major stakeholder in the IT governance system. • The enterprise architect of the internal service domains. The EA is positioned as a bridge function between business and IT. The main responsibilities of this role include following-up on emerging technologies and long-term planning, as well as coordinating over the different business domains.
Each interview was conducted in a semi-structured fashion. All interviews were recorded and fully transcribed. The CIO was the sponsor of this case study at the organization, with whom four meetings Page 4884
were planned. Snowball sampling of other relevant interviewees was achieved through the CIO. The goal was to include key stakeholders in the governance and management of IT system, and to get a balanced perspective between the business and IT. The three other interviewees were only interviewed once. Each interview lasted between 45 and 90 minutes. Contradictory evidence in different interviews was verified with other stakeholders and ultimately with the CIO. Based on all of the collected evidence, the case company's governance and management of IT system was then modelled according to the VSM blueprint.
Results
In the following sections, we will briefly discuss (1) Acerta's background, (2) the mapping of Acerta's governance and management of IT practices to the VSM structure, and (3) the dynamics of Acerta's IT governance system using the underlying logic of the VSM.
Introducing Acerta
Acerta is an HR services provider in Belgium that specializes in advice, computerization and processing of administrative processes for payroll, social security, child benefits and branch formalities. Therefore, Acerta's customers are enterprises of all sizes, and self-employed workers. Acerta has more than 1,300 employees spread across 38 offices in Belgium. The firm had a turnover of just over 160 million euros in 2015. Acerta is not a publicly listed company. Instead, it is owned by two shareholders who each own 50% of the shares. In 2015, Acerta's total IT budget was 49 million euros. The estimate for 2016 is with 48 million euros approximately the same. The tendency since 2012 is that Acerta's IT budget lies between 40 and 50 million euros, as this can be supported by their contemporary cost structure. In 2015, ca. 70% of the IT budget was used to "run the business" (i.e. "to keep the lights on", including operational costs and small maintenance projects to maintain the existing portfolio), while ca. 30% was used to "change the business" (i.e. projects for "new IT", both smaller and strategic). Again, the estimates for 2016 are approximately the same. In terms of IT costs, ca. 30% of Acerta's total expenses are IT-related. Therefore, Acerta is very dependent on IT, especially on highly reliable operating systems. Acerta does however not claim to be a front-runner in the continuous application of emerging technologies (i.e. "new IT").
Acerta's IT governance practices mapped to the VSM systems and variety loops
Analyzing the information extracted during case study research, we were able to map Acerta's governance and management of IT practices to the VSM systems and variety loops, in two different recursions (i.e. corporate level, and business domain level). Table 3 presents examples of this for the corporate level. The VSM warrants a recursive view on a system. In this paper, we take Acerta's corporate IT governance system as recursion 0, while recursion -1 would then deal with IT governance at the business domain level.
Following the fractal nature of the VSM, each recursion consists of exactly the same building blocks. However, the operationalization of these elements will be different (as the focus of the recursion is different). Each recursion will deal with a different level of granularity. Therefore, new practices will be used to deal with the issues at a certain level. Accordingly, when moving down in recursions, we enter more and more in the area of IT management. We have briefly explored the governance and management of IT at the corporate level in Table 3 . Examples of practices at the business domain level, mapped to the VSM systems and variety loops, are presented in Table 4 . This clearly indicates the applicability of the concept of recursion to Acerta's governance and management of IT system. Release management for the coordination and smooth transitioning from "change" to "run".
System 3
Activity Steering Committee (ASC), among other things responsible for the division of the business domain's IT budget according to categories: investments, projects, functional maintenance, and break & fix.
System 4
Domain council, chaired by the business domain enterprise architect. This structure for instance discusses new application opportunities within the context of a business domain.
System 5
Business domain managing director, who translates Acerta's overall direction, values, and purpose to the specific business domain.
Examples of VSM variety loops manifest at Acerta
S3-S4 homeostat Portfolio management and prioritization of projects, overviewed by the managing director of each business domain.
A clear flow in the recursions can be identified. In Acerta's corporate IT governance system (recursion 0), the identity of the system is held by the board of directors, which is taken into account by the executive committee during IT strategic planning and IT budgeting (viz. corporate variety loop S3-S4). Each ASC then translates what is being asked at executive committee-level to their specific business domain (recursion -1). The assigned part of the IT budget is also a given constraint for each business domain, for instance during their specific IT portfolio management and prioritization. In turn, the playing field of the MSC and PSCs that belong to a business domain is also determined by the business domain ASC, directly influencing the tasks at that level. We observed several links between recursion 0 and recursion -1 (organizational and business domain level respectively) at Acerta. First, the managing director of each business domain (S5 at each recursion -1) is also part of the executive committee (S3 at recursion 0), which enables them to represent their specific business domain (or subsystem) at the corporate level. Second, the enterprise architect (S2 at each recursion -1), who is also the chair of the domain council of his/her business domain (S4 at each recursion -1), is also part of the EAF at the corporate level (S2/S4 at recursion 0), where they operationalize the coordination and intelligence functions of the VSM, bringing together the information they have from within their respective business domains. Third, the algedonic channel (viz. the communication channel used to filter out any information that requires the immediate attention of the metasystem) can be sourced in a PSC (S1 at recursion -1) and run its way back up to the executive committee and even the supervisory board (metasystem at recursion 0). This will happen when things go awry in a certain project. Another algedonic channel instance can be found in IT operations. When an incident classified as "very high" occurs (which will then most likely be sourced in recursion -2), the incident management system will automatically send an e-mail to the entire executive committee. Finally, business cases for investments can be brought from a business domain's ASC (S3 at recursion -1) to the executive committee or even the supervisory board at the corporate level. This happens when the IT budget
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is insufficient but the investment is considered to be of major strategic importance for Acerta.
These examples indicate that the underlying concept of recursion can be seen at work in Acerta's governance and management of IT system. As previously discussed, variety engineering should work at different levels of granularity (i.e. recursions). Nevertheless, the observer needs to decide on a scope of interest, which in our case consisted of the corporate level as well as the business domain level.
IT governance dynamics: Enabling viability through variety engineering
The establishment of the supervisory board-level monitoring committee for the "new wages engine" strategic IT project is an indication of the dynamic responding behavior of Acerta's IT governance system (a trait that is a requirement for viability), as this shows the tendency of the metasystem to respond dynamically to changes in operational variety. Specifically, we see that if the complexity/variety of S1 increases (in this case a very complex project in the pipeline), the metasystem responds to be able to deal with this increased variety (in this case by increasing the variety of response of system 5, mainly operationalized through the supervisory board at Acerta, by adding a dedicated monitoring committee, as well as a steering committee to deal with the higher overhead (because of the co-sourcing relation). When probed if such a board-level monitoring structure would be kept in use when the project was finished, the CIO said: "there is a 99% chance that it will not, but it could definitely be back on the Dynamic behavior in response to changes in complexity/variety were observed for Acerta's governance and management of IT system in other areas as well. Several IT governance structures have variable meeting frequencies, depending on the complexity they have to deal with. For instance, the domain council within a given business domain tends to meet more frequently when there are more, or more complex, projects in the pipeline. A PSC tends to do the same thing depending on the phase the project is in. At the corporate level, the same was observed for the EAF, whose meeting frequency was recently increased from every two weeks to every week, as it was acknowledged that Acerta is currently in the process of undergoing some major strategic changes. Additionally, most IT governance structures are not only dynamic in meeting frequencies, but also in composition depending on the issues that need to be discussed. A domain council for instance tends to invite IT architects that are specialists in the technical aspects underlying the issues that are on the agenda for a given meeting. We also observed more dedicated enterprise architects for the more important business domains (in terms of IT budget). The enterprise architect was introduced as a new role within Acerta' contemporary governance and management of IT system. It was acknowledged that there was a need for a coordination mechanism that enabled the consistency of the whole, resulting in the implementation of the EAF. From a VSM point of view, this corporate S2 mechanism is needed for variety attenuation by the executive committee (corporate S3), as it works through mutual selfadjustments (and therefore does not require formal intervention -otherwise it would be a S3 mechanism that uses the command axis). A final point of dynamic behavior in Acerta's IT governance pertains to their business case process. The contents of business cases at Acerta appears to be a function of the investment size and type (e.g. formal business cases are only drafted for projects and investments), as well as the trigger event (e.g. business cases for legal/compliance projects are drafted in less detail).
All previous examples clearly show that Acerta's governance and management of IT system is not "set in stone". Rather, it is dynamic in reacting to internal and external disturbances. This trait is the dynamic adaptation capability (i.e. variety engineering) that enables long-term viability.
Conclusions and implications
This paper presented Acerta's contemporary governance and management of IT system through the lens of the Viable System Model. The goal was to provide an empirical exemplar that would point in the direction of the applicability of the VSM for modelling
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IT governance. We found that Acerta's contemporary IT governance system maps well to the structure and logic of the VSM. Therefore, we propose that the VSM might provide an interesting blueprint to model governance and management of IT systems. Specifically, we propose that the VSM can provide a prescriptive account on which functions should be included in any IT governance system and how they should be interrelated, as well as the dynamics that emerge within such a system. This way, the VSM can be used to provide theoretical underpinnings (using (management) cybernetics as a kernel theory) for IT governance research, which enables theory building and the deduction of theory-based propositions. Therefore, this paper can also be seen as an exploratory step in the process of building a theory for IT governance.
All of the IT governance practices that we extracted from the interviews could be mapped to the VSM systems and variety loops, at different levels of recursion. This resulted in the observation that Acerta operationalized the five necessary and sufficient VSM systems in at least two recursions (i.e. corporate level and business domain level governance and management of IT). Furthermore, this case study discussed the application of key VSM concepts (e.g. recursion and variety/complexity engineering to enable viability) in Acerta's governance and management of IT system. Acerta's system was found to be dynamic in response to changes in variety/complexity, as is required in terms of the VSM. The case study presented in this paper can therefore be seen as a good-practice exemplar of how a real-world governance and management of IT system should work, using the VSM as a theoretical lens.
Limitations and opportunities for future research
Future research steps might include a longitudinal analysis of the transformation of an IT governance system, e.g. through action research. The prior situation can then be compared to the new situation (which was designed according to the VSM) in terms of IT governance effectiveness. Alternatively, "extreme case" research can be conducted, by theoretically sampling on maximal variation on (a) certain dependent variable(s). Potential differences in IT governance effectiveness can then be related to potential differences at the level of implementation/operationalization of the VSM systems. Finally, design science research can be conducted in order to present good-practice IT governance solutions for a certain context (e.g. interorganizational, SME etc.), extensively using practitioner knowledge as well as the IT governance body of knowledge, while rigorously adhering to the VSM structure and concepts.
